E-DISCOVERY RISKS, TIPS, AND TECH
ADVICE FOR THE NON-TECHY ATTORNEY

By: Atty. William C. Gleisner, 111"

Introduction

| have long been interested in computer assisted litigation. For many years | was
counsel for a major national civil rights organization. | often found myself in litigation
against well represented government agencies and large corporations. To complicate
matters, | often had cases pending in several different jurisdictions simultaneously and
thus had to deal with different rules and practice procedures. To survive, beginning in the
early 1990s | began experimenting with new technologies which would give me an edge
in prosecuting difficult and complex litigation.

| was a very early Westlaw disciple, and the ability to do electronic research
certainly helped level the playing field. Around 1994 or 1995, | discovered Summation
litigation support software. This was a marvelous development because it enabled me to
manage and Boolean search large numbers of transcripts with relative ease. A short time
later | discovered Indata’s Trial Director, which gave me the ability to manage exhibits
and (when a dinosaur judge from back in the day would allow) to display and work with

exhibits in court. | then discovered Image Capture Engineering’s Legal Access Ware and

! Currently, Mr. Gleisner is a member of the Wisconsin Judicial Council, where he was one of the principal drafters
of Wisconsin’s new e-discovery rules. For almost ten years he was a Summation Certified Trainer. With Marquette
University Law School Professor Jay Grenig, he co-authored a multi-volume treatise in 2005 entitled eDiscovery &
Digital Evidence, which is updated annually and continues to be the e-discovery flagship of the Thomson Reuters
Company. He has provided “of counsel” assistance to law firms in Wisconsin and throughout the United States
concerning e-discovery issues. Mr. Gleisner was Chair of the Amicus Curiae Committee of the Wisconsin
Association for Justice (formally, the Wisconsin Academy of Trials Lawyers) from 2000 until 2007 and has
authored numerous briefs on its behalf in the Wisconsin Court of Appeals and Supreme Court. In 2005, he was the
recipient of the Wisconsin Academy of Trial Lawyers’ “Robert L. Habush Trial Lawyer of the Year” Award.
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the world of high speed scanning. | bought a couple of large Ricoh scanners and suddenly
litigation with large corporations and government agencies became a piece of cake!

In 1998, | became so fascinated with Summation software that | went to the time
and trouble of becoming a Summation Certified Trainer. One thing led to another, and |
decided to turn my law firm into an early version of a service bureau. | ended up training
litigators at a number of large law firms around the country on how to use Summation
and helped firms develop e-discovery techniques and strategies.

In 2002, I became co-counsel in some major products liability litigation pending in
the U.S. District Court for the Eastern District of Tennessee. The defense counsel played
hardball with me and even tried repeatedly to “snow” me with badly indexed and
misleading CDs during discovery. | convinced the Judge in that case that the defendant
was deliberately hiding evidence. He issued an order granting me the right to travel to the
defendant’s headquarters where | was permitted (over the strenuous and continuing
objection of defense counsel) to search its servers in Detroit. The case settled shortly
thereafter and | was completely hooked on e-discovery and electronic litigation.

In 2008, | was appointed to the Wisconsin Judicial Council (which is responsible
for advising our Supreme Court concerning the Rules of Evidence and Rules of Civil and
Criminal Procedure). On the Council | was appointed to a Committee which was tasked
with developing e-discovery rules similar to those which were promulgated by the United
States Judicial Conference and became effective in 2006. Together with Marquette
University Law School Professor Jay Grenig, Milwaukee County Circuit Judge Sankovitz
and then Circuit Court Judge Leineweber we drafted a comprehensive set of e-discovery

rules. After more than one year of work and a number of hearings before our Wisconsin
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Supreme Court, those rules became effective in 2011. | continue to serve on the Council
(now as a representative of the State Bar) where we work constantly to “tweak” and
improve those rules.

In 2005, | also had the privilege of co-authoring a

treatise with Professor Grenig entitled eDiscovery &
Digital Evidence, which was published by Thomson
Reuters and which has been updated every year since. |
am comfortable with the concept of e-discovery and

electronic litigation; in fact, having been a litigator for

40 years, | can state with confidence that complex
litigation was often mishandled by even the best trial lawyers before the advent of
computer assisted litigation. What is sad and more than a little frightening is just how few
lawyers have learned how to effectively discover, manage and present electronically
stored information (ESI). | have no doubt that large amounts of relevant evidence go
unsuspected and undiscovered every day. The failure to pursue ESI by means of e-
discovery and to use that evidence in Court will soon become the subject of malpractice
claims.

The outline with which | was furnished does not completely cover the topics I will
address and so where | deem it necessary | will depart from the published outline. In my
seminar presentation | will discuss and demonstrate a number of techniques for effective
e-discovery. This White Paper is not intended to replace my seminar presentation or the
slides which will accompany it. In particular, I assume that the audiences of the seminar

are primarily trial lawyers or litigation support personnel. Accordingly, it is true that
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lawyers need to know about e-discovery rules, case law, discovery techniques, ESI
management and presentation; however, they should not (and | believe ethically cannot)
become forensic experts. Therefore, this presentation will be geared to lawyers.

I. AN OVERVIEW OF
E-DISCOVERY PRACTICE TECHNIQUES.

Frankly, on one level e-discovery and electronic litigation is not all that different
from other types of litigation. As Judge Sankovitz says, “its old wine in new bottles.”
You still need to understand the facts of your case, and you need to do the necessary legal
research. In my opinion, the differences have a lot to do with how you organize and equip
your office and the type of experts you retain. In fact, it is fundamentally wrong to think
of electronic litigation as a different practice species. Very rapidly, e-discovery and
electronic ligation is becoming a facet of all litigation that is at all complex.

In this white paper | will summarize some of the more important rules and case
law. | will also discuss how you should organize and equip your office. During
my presentation at the seminar, | will provide demonstrations of how to actually conduct
e- discovery, manage ESI and bring it to bear in Court.

It is important to bear in mind that the variety of tools and types of ESI are
growing like mushrooms. You can’t possibly become familiar with all of them, and you
can’t possibly learn all of the intricacies of each new or different ESI mutation. You need
to develop a system and a methodology and know which experts to bring in to assist you.

A. The computer forensics toolKkit.

| do not like this heading. Lawyers don’t have “forensic toolkits.” They have

litigation toolkits that are geared to the e-discovery needs of their firm. If you are serious
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about doing e-discovery (and you had better be serious because e-discovery can quickly
become very costly), your office must be equipped with certain “tools” or software or
you will do a disservice to yourself and your clients. As the lawyer, you will need to
understand how the various tools work and what they can accomplish. You will also need
to employ staff that can operate those tools effectively and competently. And there are
definitely things which you cannot do in your office, and so you will need to retain
competent service bureaus and forensic experts when necessary.

There are many choices for what you may put in your “toolkit” and I will discuss
some of the other choices you may select below in Section F of this white paper.
However, here | am going to describe what | use and how I use it. The “sine qua non” of
effective litigation is effective discovery. So, let’s start with the most important partner
you can have when seeking e-discovery, your forensic expert.

i. The Forensic Expert

| use Digital Intelligence in New Berlin, Wisconsin.? | know that there are other
companies, but | have come to trust Digital Intelligence. They provide everything;

forensic software, hardware, training and court savvy experts. According to their web

page:

Whether the need is to obtain records from a litigation opponent or
respond to a request for documents, Digital Intelligence can provide
assistance in identifying, preserving and analyzing electronic evidence
to avoid the pitfalls of spoliation unique to this type of evidence.
Digital Intelligence focuses efforts on uncovering valuable electronic
data and maintaining the integrity of this evidence. Digital
Intelligence understands the pervasive nature of electronic documents
and can assist with all aspects of electronic evidence management,

2 http://www.digitalintelligence.com. 17165 W. Glendale Drive, New Berlin, W1 53151 866-DIGINTEL (866-344-
4683).
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from consulting and data gathering to examination and production.
Our expert staff can also help prepare or respond to electronic
evidence discovery requests.

This is definitely what you need, but of course the cost is substantial. But to
emphasize again; effective e-discovery can be very costly. One way around the cost is to
learn how to plan, prepare and execute e-discovery requests and not rely on your forensic
expert to do so. In many cases, you will receive responses which will allow you to narrow
or eliminate the need for a forensic expert. Such an expert becomes indispensable if you
are confronted with someone who is hiding evidence or is resisting the production of
relevant evidence (such as emails, for example). | will discuss the capabilities of Digital
Intelligence at greater length during my seminar presentation, but what you really need to

know is their capabilities and that can be learned from their webpage.

il. Managing ESI.

As you might imagine, | use Summation to manage, organize and search ESI
(although I often do this in tandem with Trial Director, as discussed in the next section).
Summation is now part of Access Data,* and itself provides a great many services similar
to Digital Intelligence.

Summation has become a very sophisticated product and retails for approximately
$1700 if you purchase a single user license for Summation Express. You will also need a
work station with 4 gigabytes of ram to download the full Summation Express system.
However, as part of Summation Express you can download just Iblaze, which requires
only 1 gigabyte of ram and can perform a number of the functions you will require. See

the data sheet which is attached to this white paper as Appendix A.

% http://www.accessdata.com/products/ediscovery-litigation-support/summation.
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I will demonstrate Summation during the seminar, but here are just some of the
very powerful ESI management tools that are available.

1. You can use the program to “log onto” a properly equipped court
reporter’s steno and have a real time feed of a deposition in progress.

2. You can load a large number of transcripts into the program and
conduct sophisticated Boolean searches of those transcripts.

3. You can load evidence into the program (although for this you will need
the 8 gigabyte Summation Express) and then create hyperlinks the
transcript so that you can call up a reference exhibit while in a
transcript.

4. You can conduct Boolean searches across evidence folders and
transcripts.

5. You can link up transcripts and videotapes of transcripts (although again
for this you will need the 8 gigabyte Summation Express) so that you
can word search the transcripts and have a scrolling transcript as a video
unfolds.

6. There are strong redaction tools and “production set” tools (including
bate stamp tools) that will enable you to prepare appropriate discovery
productions.

7. You can view many “e-doc” productions without having to acquire the
native software (thus expediting document review).

8. With Summation Express, you can upload case material into secure

cloud locations to share with co-counsel or experts.
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iii. Exhibit Organization and Courtroom Presentations.

| use Indata Corporation’s Trial Director® for exhibit organization and courtroom
presentations. Admittedly, some of the functions of Summation and Trial Director
overlap, but with Trial Director | can prepare trial books which contain thumb nails (or
full copies) of exhibits. The program will add bar codes to the thumbnails or images
when printed out and | can then use a bar code gun to call up exhibits once the Court
orders the exhibits published.

Once the exhibits have been

called up, | can use the program to do

The responding party has not yet completed its investigation of the facts rel.a.tiﬂg

His aetion, or its preparation for trial of this action. Consequently,

sophisticated zooms (see at right) and

add or remove layers to an exhibit

(such as an engineering drawing). It is

easy to load images of evidence into
Trial Director and it is very easy to manage the evidence once it is loaded. All my
scanned evidence is loaded into this program. In my opinion, Trial Director is the perfect
complement to Summation. If the seminar system permits, | will demonstrate this during
the seminar.

iv. The Service Bureau

In addition to the forensic expert, you will need someone to scan in evidence and
code it once it has been converted to ESI. This is not the job of the forensic expert. You
could do this at your office but when the case is large enough this may well be an

unworkable solution. Service bureaus are often local (in our area they are associated with

4 http://www.indatacorp.com/TrialDirector.html. A license costs around $600.
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the larger court reporter companies) but for the big jobs | would use a national
organization. My preference is the company that makes Trial Director, namely the Indata
Corporation. According to the Indata website:

Document Scanning: InData can convert your exhibits into
vastly more convenient electronic files, such as TIF or PDF
images. You may also choose to use OCR (Optical Character
Recognition) technology to read and extract the words within the
documents. After the scanning process, our image technicians
will review each image to verify the image quality, correct
rotation setting, and page naming. Document Coding: Build a
strong discovery database with coding services to catalog your
scanned case documents. InData's operators search through
documents and identify information based on your specific
criteria. Coded information is then verified and checked for
conformity and spelling. The coded documents can be imported
into all litigation database software, enabling fast, efficient
review by your litigation team.

v. Scanning and Advanced Management Software.

Scanners with automatic document feeders (ADF) were once hard to purchase, but
no longer. What you need is software that will work well with a ADF and that is Adobe
Acrobat 10.0 or higher. This is relatively inexpensive software (around $300) but it is
truly miracle software. It will not only scan in your evidence, it will automatically OCR
text (which means that it converts it into searchable text).

This software will also load “conversion” files into your Word and Excel
programs and your web browser. Thus, it will be possible to do direct conversions of
Word, Excel and web documents into a pdf format. Since a pdf is really just a photo of a
file, the formatting of the original document is retained and it can easily be searched just
like the original Word or Excel file. In fact, many Court e-filing systems require pdf

filings and Adobe Acrobat 10.0 will handle such conversions with ease. There are a



number of other things that you can do with this software. For example, some courts
require the filing of electronic briefs on CD or DVD. With this software you can create a
completely hyperlinked brief which will enable a reader to call up a case or a video. You
can also use the latest iteration of this software (Acrobat 11) to convert PDFs to Word
and Excel.

B. Choosing to use e-discovery vendors.

Parties often are forced to litigate on a limited budget, and thus are tempted to
forego technical assistance unless it is absolutely necessary. This means that many times
focus is placed on the experts needed for trial, and parties assume they can amass enough
evidence during discovery to provide those experts the information they require.

Many discovering parties do not think they require expert assistance at the
discovery stage of litigation; however, when it comes to digital discovery this can be a
very costly mistake. Counsel should consider what a forensic computer expert can
accomplish by visiting Websites of forensic computer experts. If a party suspects the
existence of significant relevant digital evidence, the party simply cannot afford to forego
the assistance of a forensic computer expert during discovery. Investing in an expert will
pay dividends when the defendant starts to resist production.

The expert can participate in meetings with the defendant’s information technology
staff, write memoranda to educate the court about technology issues, and testify at
hearings on the need for digital data. Retaining this expert can save you hours that you
would otherwise spend in depositions and preparation to understand the technology and
where to find the data. A simple Internet search can find many companies that offer e-

discovery consulting services. You have my recommendations who | have used and
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why; quite frankly, beyond that | don’t think it is my place to steer you to vendors with

whom | am unfamiliar.

C. File systems, types and sources
of Relevant ESI sources and repositories.

The sources of digital evidence are literally exploding. Take just the case of
corporate infrastructures. From the perspective of lawyers, any discussion of digital data
today has to begin with a recognition that “[t]he Internet as we now know it embodies a
key underlying technical idea, namely that of open architecture networking.” The
network operating system (NOS) has greatly evolved from the early 1980s, but all
modern NOSs take advantage of the open architecture of the Internet in a variety of ways.
Regardless of how they are deployed (to support a LAN® or a WAN®), or the nature of
their architecture, the modern NOS is designed so that it is capable of interconnecting
with the Internet:

e To augment the power of the NOS

e To make use of the Internet for supplemental connectivity between linked

computers

e To transfer data to remote users or locations.

And that is just the veritable tip of the ice berg. Add to that mobile devices,
automobile computers, and a host of other digital devices which are developing, and
you can understand why Bill Gates says that life and business are taking place at “the

speed of thought.”

> Local area network.

® A “WAN” is a Wide Area Network. There are many definitions of what constitutes a WAN, but the main
characteristic is that they are designed to interconnect a large number of computers that may be separated by a few
miles or a few thousand miles. More will be said about this concept later in this chapter.
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In terms of complex litigation, the computer networks of large organizations,
particularly international organizations, cannot be understood without taking into account
the potential interaction of the modern NOS with and reliance on the Internet. In fact, the
study of the modern NOS is really the study of how the lessons of the Internet have been
incorporated into the management, transfer and preservation of data within the modern
organization. The point of just this brief discussion is this: How can you possible
conduct effective e-discovery if you don’t thoroughly understand the computer system
that the adversary is using? That is why | am such a strong proponent of conducting all
e-discovery in two stages, as discussed below in Section G of this white paper.

D. Recovering, Archiving and Preserving ESI.

Quite simply, proper discovery methodology (Section G below) and the proper use
of programs like Summation, Trial Director and Adobe Acrobat (Section 1A above) will
cover the issues raised in this section. | will amplify on this during the seminar.

E. Common e-discovery mistakes by attorneys.

A friend of mine once said “I don’t have any interest in technical matters, like
computers. After all, that’s why | went to law school.” Well, law schools should be
changing to better prepare lawyers for the world of ESI (and they aren’t); but that is a
whole different topic. The fact of the matter is that lawyers who fail to take the time to
properly equip themselves for e-discovery and electronic litigation have no business
litigating complex litigation. Take for example the Danis case.

In Danis v. USN Communications, Inc., 2000 WL 1694325 (N.D. Ill. 2000),

counsel on both sides failed to understand the architecture and functionality of a NOS. In
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Danis, the plaintiff filed a motion for sanctions, claiming that USN employees, acting at

the direction or under the supervision of the individual defendants, “destroyed virtually

all evidence of the massive fraud alleged in the plaintiff’s complaint.”” In ruling on the

motion, the court observed:

Sorting out what happened here has been a challenging task not
only due the complexity of some of the issues presented, but—
regrettably—due to the assertions of counsel that often have
confused than clarified the issues. On a number of occasions,
plaintiffs have asserted that certain documents were not produced
when in fact it later turned out that the documents long ago had
been produced. Conversely, defendants have on occasion informed
the Court that they have produced certain documents, when in fact
it turned out that they had not. Moreover, throughout these
proceedings, the submissions by the lawyers too often have offered
overblown rhetoric rather than accurate information and careful
reasoning.®

In the court’s opinion, one of the reasons for this confusion was that “neither side
to this motion has demonstrated to this Court a complete mastery of what types of

documents were generated by USN in the ordinary course of business, how they were

used, or their significance.”® In its opinion, the court described the various servers used

by defendant USN and summarized how they worked:

First, there was a UNIX server that contained a number of
databases which could be accessed through different software
application [sic]. ... USN maintained NT servers. These servers
were used by USN for e-mail, desk top computers, and local area
networks. Through these systems, USN employees could generate
correspondence and other original documents. In addition,
information contained in the databases on the UNIX system could
be accessed through the desk top computers on the NT servers, but
when accessed and/or copied electronically, the information also
would remain stored in the UNIX database. Charles Struble was the
person with overall responsibility for all computer systems at USN.

72000 WL 1694325, at *2.
81d. at *4.
°1d. at *2.
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Mr. Struble delegated direct responsibility for the two sides of the
USN computer systems to two different people: Christopher Urban
was responsible for the NT servers and desk tops and David

Rohrman was responsible for the UNIX servers.™
A major part of the difficulties in Danis stemmed from the failure of counsel for
both parties to understand the architecture of the corporate computer system. As a result,

the plaintiffs did not pursue discovery intelligently, and the defense did not appropriately

produce relevant documents. No one appears to have grasped that a large amount of

missing relevant data might have been transferred to an FTP** server and downloaded to
a UNIX server, or that a backup tape of the latter might still exist.'? Recognizing this, the
court criticized the failure of both plaintiff and defense counsel to learn the architecture
and scope of defendant USN’s NOSs:

What emerges from this thicket concerning the [relevant] documents is that
even as of the hearing, neither the plaintiffs nor defendants have full
command over what documents they possessed. Perhaps the most apt
comment is the one made by plaintiffs’ counsel at the close of the hearing,
in which he stated that the understanding of the documents “was very much
a learning process” that continued even through the time of the hearing. It
appears to have been a learning process for both sides. That learning
process has been protracted and rendered more difficult—and costly—by
the fact that the parties have failed to use the [computer] tools available to
get a handle on what documents exist.*?

Danis is unusual in that a Court has taken the time to address with great specify
the consequences of failing to understand the architecture of NOSs and how that can
seriously complicate the discovery and perseveration of digital evidence. But the failure

to understand the architecture and operating parameters of an adversary’s computer

' 1d. at **10-11.

1 See Jang, Mastering Red Hat Linux 9, p. 757 (SYBEX 2003) (“The File Transfer Protocol (FTP) is one of the
oldest members of the TCP/IP protocol stack, yet it is still in common use today. As the name suggests, it is
optimized for transferring files. While you can also download a file through an alternative protocol (such as HTTP)
or an encrypted service (such as SFTP), FTP is faster.”).

' Danis v. USN Communications, Id. at *11.

B 1d. at *24.
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system can doom even the most diligent and careful e-discovery effort; and often does.
The first step in any serious effort at e-discovery is to understand where the ESI lives.

F. How to Conduct e-Discovery on a Tight Budget.

The short answer is; it can’t be done. There is no way to avoid the expenditure of
significant funds if you are going to pursue e-discovery and, in complex litigation, you
will need to pursue e-discovery. However, there are economies that can be enforced. The
Manual for Complex Litigation (Fourth Edition) suggests several ways to save time and

money when discovery digital information is involved:

e Phased or sequenced discovery of computerized data... Sections 11.41
and 11.422 [of the Manual] have discussed phasing discovery by issue.
Computerized data, however, are often not accessible by date, author,
addressee, or subject matter without costly review and indexing.
Therefore, it may be appropriate for the court to phase or sequence
discovery of computerized data by accessibility. At the outset, allowing
discovery of relevant, nonprivileged data available to the respondent in
the routine course of business is appropriate and should be treated as a
conventional document request. If the requesting party requests more
computerized data, consider additional sources in ascending order of
cost and burden to the responding party, e.g., metadata or system data,
archived data, backup data, and legacy data. The judge should
encourage the parties to agree to phased discovery of computerized data
as part of the discovery plan. But with or without a prior agreement, the
judge may engage in benefit-and-burden analysis under Rule
26(b)(2)(ii1) at each stage and enter an appropriate order under Rule
26(c), which may include cost sharing between the parties or cost
shifting to the requesting party. See section 11.433.

e Computerized data produced in agreed-on formats. Information subject
to discovery increasingly exists in digital or computer-readable form.
The judge should encourage counsel to produce requested data in
formats and on media that reduce transport and conversion costs,
maximize the ability of all parties to organize and analyze the data
during pretrial preparation, and ensure usability at trial. Wholesale
conversion of computerized data to paper form for production, only to
be reconverted into computerized data by the receiving party, is costly
and wasteful. Particularly in multiparty cases, data production on CD-
ROM or by Internet-based data transfer can increase efficiency. Section
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11.444 discusses "virtual™ document depositories.

e Sampling of computer data. Parties may have vast collections of
computerized data, such as stored E-mail messages or backup files
containing routine business information kept for disaster recovery
purposes. Unlike collections of paper documents, these data are not
normally organized for retrieval by date, author, addressee, or subject
matter, and may be very costly and time-consuming to investigate
thoroughly. Under such circumstances, judges have ordered that random
samples of data storage media be restored and analyzed to determine if
further discovery is warranted under the benefit versus burden
considerations of Rule 26(b)(2)(iii)."

G. Successful e-Discovery
Presupposes the Existence of a Solid e-Discovery Plan.

More than any other litigational exercise, e-discovery will only work if you have a
sound discovery plan. The following is one version of a plan that | have employed some

cases (how one proceeds will depend on the facts of each case).

e Preserve evidence existing on any Website by downloading its contents
to Adobe Acrobat or, if that is impractical, with the assistance of a
forensic expert before the lawsuit is commenced.

e Send out a letter before or immediately after a lawsuit is commenced
demanding that all digital evidence be segregated and preserved. If there
is reason to believe that will not be done, seek a protective order.

e Early in a lawsuit, serve interrogatories that seek only information about
the other party’s computer systems. These interrogatories should seek to
carefully define possible sources of digital evidence and inquire whether
those sources exist on a computer system and where they are stored.
Also inquire as to what software programs and operating systems are
being used by the party (including all of the technical specifications),
and get the user and administrator manuals used in connection with all
relevant software and operating systems that is not available
commercially.™

¥ Manual for Complex Litigation (Fourth) § 11.423 (footnotes omitted).

15 See Unnamed Physician v. Board of Trustees, 93 Cal.App.4th 607, 113 Cal.Rptr.2d 309 (2001) (in physician
review hearing, hospital ordered to provide physician with all existing documents related to hospital’s computer
programs, except those of proprietary nature).
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Learn who does the computer work for a party (e.g., its Management
Information System or Information System officers) by use of
interrogatories or through a FRCP 30(b)(6) deposition.'® After
discovering who did or does the computer work for a party, depose
those individuals. If possible, use these people to start to assemble a
map of the computing infrastructure (servers, operating systems,
databases, web servers, applications. If custom software is relevant, it
may be useful to identify the persons (e.g., employees or consultants)
who created it and may have knowledge of data sources, flows, storage
and replicas.

Only after you know the adversary’s computer system, serve a second
set of interrogatories that seeks disclosure of facts and evidence, and
include in that set a separate section that specifically seeks disclosure of
relevant digital evidence. When seeking digital discovery, ask that any
evidence that exists in digital format be provided just as it exists in the
computer systems of the defendant. This may occasion a number of
battles, relating to format, metadata, privilege, convenience and cost. It
IS best to insist on evidence that exists digitally be provided in the native
digital format if at all possible. Never accept hardcopies, PDFs'’ or

TIFFs®® of the evidence.

Review all evidence received, in hardcopy or in digital format, promptly
so that follow up requests for a native format production can be made if
necessary. Use backup copies since you have the originals provided by
respondent safely locked away (obviously, this is where a forensic
expert will become very useful).

If the case is important enough, do not settle for email productions in

hardcopy or PDF format. Seek to get the “metadata”"® associated with
email productions. If you don’t have the email program that was used

16 See Fed.R.Civ.P. 30(b)(6).
Disclosure 2d 88§ 5.20-5.24.

' PDF, short for portable document format, was developed by Adobe Systems Inc. as a unique format to be viewed
through Acrobat viewers. A PDF file (created on one computer) can be viewed with an Acrobat viewer on most
other computers and on other platforms. A page layout can be created on a Macintosh computer and converted to a
PDF file. After the conversion, this PDF document can be viewed on a UNIX or a Windows machine.
8 TIFF files are similar to PDF files, but they lack the sophistication of PDFs. TIFF is a less versatile format than
PDF, requiring special software in order to be properly viewed and manipulated. On the other hand, a great deal can
be done to modify and secure PDF files using relatively inexpensive Adobe Acrobat publishing software, to
successfully work with TIFF files one often must resort to specialized and fairly expensive software, such as
Summation litigation software. Adobe Acrobat publishing software can convert TIFF files into PDF files.
9 Metadata is a term of art that means “data about data.” It is hidden data that can be seen only when a digital
document is viewed in its native format. Often, when a document is created by a particular program (such as Word),
there is metadata about the document that can be viewed only if the data is opened by that program. For example,
email may be stored in directories that can be accessed only by Microsoft Outlook or Outlook Express. When the
hard copy of email comes from Outlook or Outlook Express, substantial metadata is missing, including header
information concerning blind copies of documents, date stamps, and routing information.
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to send and receive the discovered email, and, if it is not available
commercially, make a demand for a copy of the software. Minimally,
get the data exported with the mail headers intact. If there are large
amounts of email or archived data, you will definitely need to involve a
forensic expert.

Once digital discovery is obtained, organize and manage it in order to
easily search and retrieve information. Programs such as Concordance,
Summation or Trial Director can be used to accomplish this task.

If a credible demonstration can be made that crucial digital evidence is
being withheld, sanctions may be sought. The federal courts have
relatively extensive experience with sanctions for failures to allow
digital discovery.

If there is reason to believe significant digital evidence exists that is
being withheld from, and as they say “the game is worth the candle,”
then consider retaining the services of a forensic computer expert to
assist in “mining” for that evidence. Such a move is expensive, and
should only be considered if there is a reasonable belief that evidence is
being buried.

If the case is big enough, seek onsite inspection of a defendant’s
computer system and, possibly, the appointment of a special master or
court-appointed expert witnesses who can independently inspect the
responding party’s system. Some federal courts have set up procedures

for making such inspections that can be adapted for other cases.?

H. Useful Websites.

Following this Paper, in Appendix B, the reader will find an article from the
February 2011 Wisconsin Lawyer which | co-authored with Milwaukee County Judge

Richard Sankovitz and Marquette Law Professor Jay Grenig entitled Panning for Gold:

Social Networking’s Impact on E-Discovery. This article contains references to

techniques and web sites which the reader may find helpful in pursuing e-discovery
contained in or associated with social networking sites (SNS). It also discusses and

explains the “Wayback Machine,” which may well be the most useful web tool available

% See, e.g., Playboy Enterprises, Inc. v. Welles, Inc., 60 F.Supp.2d 1050, 1055 (S.D.Cal.1999).
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for Internet based e-discovery searches today. It is amazing how you can use this tool to
visit websites which were taken down years ago.
There are a number of very useful web sites available to assist with e-discovery

searches. However, one which | find especially useful is www.applieddiscovery.com/. If

you are conducting e-discovery, it is worth the price of admission. Even if you have only
a casual interest in e-discovery, just visiting the site will help orient you to available
resources and authority. It has an excellent monthly e-newsletter which will help keep

you up to date on new developments. According to its web page:

Founded in 1998, Applied Discovery is a global leader in the delivery
and management of electronic discovery services and support. Applied
Discovery leverages an extensive portfolio of resources, relationships,
and research to help clients solve today's and tomorrow's discovery
challenges. Applied Discovery delivers multinational collection,
analytics, processing, review and production services for law firms,
corporations, and government entities engaged in audits, investigations,
and litigation. Additionally, Applied Discovery is an active participant in
key industry leadership groups to include the Electronic Discovery
Reference Model, the E-Disclosure Information Project, the Sedona
Conference, and the Text Retrieval Conference. Applied Discovery is
also both US-EU and US-Swiss Safe Harbor Certified (U.S. Department
of Commerce).

You can actually use the Applied Discovery site to find a forensic expert. While
there are other sites, some of which I will discuss during my presentation, I recommend

that you also visit Legal Tech, http://legaltechdirectory.com/ and Legal Technology

News, http://www.law.com/jsp/lawtechnologynews/index.|sp.

1. DEPOSITIONS AND COURT PRESENTATIONS.
If you are going to pursue e-discovery you will have to do more than merely issue

thoughtful interrogatories and pursue sanctions if they do not provide the necessary
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information. You will also have to conduct depositions of witnesses who manage an
adversary’s computer system. In this regard, you will need to become familiar with FRCP
30(b)(6) depositions, or your state’s equivalent.

A. Examining witnesses concerning e-discovery.

Often, you will not know who in an adversary public or private corporation is
responsible for the management of digital assets. Even after interrogatory answers are
furnished and requests to produce have been honored, it will still be hard to determine
who knows where the “goods” are buried. That’s where FRCP 30(b)(6) comes in, which
provides:

6) Notice or Subpoena Directed to an Organization. In its notice or

subpoena, a party may name as the deponent a public or private

corporation, a partnership, an association, a governmental agency, or other

entity and must describe with reasonable particularity the matters for

examination. The named organization must then designate one or more

officers, directors, or managing agents, or designate other persons who
consent to testify on its behalf; and it may set out the matters on which each
person designated will testify. A subpoena must advise a nonparty
organization of its duty to make this designation. The persons designated

must testify about information known or reasonably available to the

organization. This paragraph (6) does not preclude a deposition by any

other procedure allowed by these rules.

This is a very important tool and you should use it to uncover as much relevant
information as you can about an adversary’s computer system. Of course, you only need
to use this once or twice in each lawsuit because interrogatories regarding an adversary’s
computer system (which should precede such a deposition) and a 30(b)(6) deposition will
undoubtedly lead the identity of other deponents. Here’s what professor Grenig and |

have to say about such depositions in eDiscovery & Digital Intelligence, at pp. 176-177:

Witnesses who agree to be designated as organization representatives must be
adequately prepared to respond to questions concerning topics outlined
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in the deposition notice.”* Such preparation is necessary because the
individuals so deposed are required to testify to the knowledge of the

corporation, not the individual.?> Questions asked the witness may include:*

Number, types, and locations of computers currently used and no longer in
use.

Operating systems and application software the responding party is using,
including the dates of use.

File-naming and location-saving conventions of the responding party.
Disk- or tape-labeling conventions.

Backup and archival disk or tape inventories or schedules.

Likely locations of digital records relevant to the subject matter of the case.

Backup rotation schedules and archiving procedures, including any backup
programs in use at any relevant time.

Digital records management policies and procedures.
Policies regarding use of computers and data.

Identities of all current and former employees and consultants who have or
had access to network administration, backup, archiving, or other system
operations during the relevant period.

Where and how data is stored.
Whether the witness or employees use a home computer for work.
Whether personal digital assistants are used and how.

Whether the witness’ assistants edit or store digital information.

2! Calzaturficio S.C.A.R.P.A. s.p.a. v. Fabiano Shoe Co., 201 F.R.D. 33, 37 (D.Mass.2001); Prokosh v. Catalina
Lighting, Inc., 193 F.R.D. 633, 639 (D.Minn.2000); Bank of New York v. Meridien BIAO Bank Tanzania, Ltd., 171
F.R.D. 135, 151 (S.D.N.Y.1997).

%2 Calzaturficio S.C.A.R.P.A. s.p.a. v. Fabiano Shoe Co., 201 F.R.D. 33, 37 (D.Mass.2001); Prokosh v. Catalina
Lighting, Inc., 193 F.R.D. 633, 639 (D.Minn.2000); Poole ex rel. Elliott v. Textron, Inc., 192 F.R.D. 494, 504
(D.Md.2000).

2 Nimsger, Digging for E-Data, Trial, Jan. 2003, at 56, 57; Krause & Coggio, Electronic Discovery: Where We Are,
and Where We’re Headed, J.Proprietary Rts., Mar.2004, at 16, 19.
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B. Presenting your e-discovery data.

| have already told you how I present evidence in Court. But there are some other
organizational tips with which | wish to furnish you. First, never assume that the Court
will be comfortable with your plans concerning how you will use your electronic
evidence. You should raise your probable use in the final pretrial. You should also
inspect the Courtroom with the person or persons who will assist you and determine just
how you will “choreograph” your presentations.

Second, you should prepare a “war room” near the courthouse for the purposes of
organizing your evidence and reviewing developments which occur on a daily basis. |
think Indata has excellent resources and personnel for creation and management of a war
room, and I encourage you to visit their web site.

. THE LAW.

Obviously I am a Wisconsin practitioner, but our e-discovery rules closely track
the federal rules. But | feel that you are owed some insight into the law which has been
growing up around the “brave new world” of e-discovery and electronic litigation So, for
the sake of completeness, I am setting forth below the new Wisconsin rules along with
some pertinent commentary which | have drafted that will help explain the purpose of
each rule (where the Judicial Council commentary is lacking or thin) and which provides
citations to and discussion of some of the relevant federal authority which has influenced
the adoption of each rule for the benefit of the reader.

Wisconsin’s New E-Discovery Rules

RULE I.

802.10(3)(jm): The need for discovery of electronically stored information.
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COMMENTARY

This amendment adds another issue which the court and parties may wish to
include in the scheduling order pursuant to Wis. Stat. 8802.10(3). In effect, this section
acts as a “consciousness-raising” device which is intended to focus the court and the
parties on the need to address issues related to electronically stored information (“ESI”)
early in the litigation process. The Judicial Council Note following this section also
suggests that a court confronted with ESI may wish to consider the appointment of a
“referee” under Wis. Stat. §805.06 to help sort out complex or technical issues regarding
ESI. While the use of a referee may prove beneficial to the court and parties, if their
appointment becomes common place when dealing with issues involving ESI it may
become necessary to consider an amendment to the rule governing referees because right
now 8805.06(2) specifies that the appointment of a referee “shall be the exception and
not the rule.” Based on the federal experience with special masters, referees may prove
especially useful in smaller counties where ESI is not encountered often and where
judicial resources are scarce. However, a skilled and technically knowledgeable referee
may prove invaluable in any case involving large amounts of ESI and competing
computer forensic experts because a referee will enable the court to access a neutral
technical adviser to help decide complex issues.

In cases where a court decides a referee may be inappropriate or unnecessary,
Wisconsin judges can exercise their authority under Wis. Stat. §907.06 to employ the
services of a court-appointed computer expert at the expense of the parties to either assist
the court in reviewing and ruling on highly technical issues or to facilitate the e-discovery

process. Two cases which demonstrate how a court-appointed expert would work in
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practice in a case involving e-discovery are Playboy Enterprises, Inc. v. Welles, 60 F.
Supp. 2d 1050 (S.D. Cal. 1999) and Simon Property Group, L.P. v. mySimon, Inc., 194
F.R.D. 639 (S.D. Ind. 2000).

RULE II.

804.01(2)(e) Specific limitations on discovery of electronically stored information.

1. No party may serve a request to produce or inspect under s. 804.09 seeking the
discovery of electronically stored information, or respond to an interrogatory under
s. 804.08 (3) by producing electronically stored information, until after the parties
confer regarding all of the following, unless excused by the court:

a. The subjects on which discovery of electronically stored information may be
needed, when such discovery should be completed, and whether discovery of
electronically stored information shall be conducted in phases or be limited to
particular issues.

b. Preservation of electronically stored information pending discovery.

c. The form or forms in which electronically stored information shall be produced.

d. The method for asserting or preserving claims of privilege or of protection of
trial-preparation materials, and to what extent, if any, the claims may be asserted
after production of electronically stored information.

e. The cost of proposed discovery of electronically stored information and the extent
to which such discovery shall be limited, if at all, under sub. (3) (a)

COMMENTARY

This Rule, created by Supreme Court Order 09-01A (November 10, 2010),
occasioned a great deal of debate during the consideration of the e-discovery rules. It was
finally adopted on a split vote with a strong dissent by Justice Bradley and the Chief
Justice. Justice Bradley made a number of points in her Dissent which are in part set forth
below:

ANN WALSH BRADLEY, J. (dissenting).
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| fear that the majority is using a sledgehammer to crack a nut. The
problems with electronic discovery in our state's courts are few.
Nevertheless, the majority responds with a statewide mandate that is all-
encompassing and immediate. Because | am concerned that this
unnecessary new mandate has the potential to diminish both fairness and
efficiency along with the potential of increasing the time and expense of
litigation, | respectfully dissent... In moving immediately rather than
cautiously majority fails to heed its own advice. ... This court advised the
Judicial Council that the Wisconsin rules should follow the federal rules of
civil procedure, where appropriate, and benefit from the federal experience.
Realizing the need to monitor the consequences of the new federal
electronic discovery rules, the Seventh Circuit Court of Appeals moved
cautiously. ... Rather than enhancing fairness and increasing efficiency, |
believe that a mandatory confer rule has the potential to diminish both. ...
Unlike the majority, 1 would follow the initial recommendation of the
Judicial Council committee and make a meet and confer discretionary.
Also, unlike the majority, | would follow the lead of the Seventh Circuit
and cautiously continue to test how this newly mandated procedure is
working. Accordingly, | urge judges, lawyers and litigants from around the
state to monitor this new mandate, and if it is not working, petition the
court for change.

RULE III.

804.08(3) OPTION TO PRODUCE BUSINESS RECORDS. If the answer to
an interrogatory may be determined by examining, auditing, compiling, abstracting,
or summarizing a party’s business records, including electronically stored
information, and if the burden of deriving or ascertaining the answer will be
substantially the same for either party, the responding party may answer by: (a)
specifying the records that must be reviewed, in sufficient detail to enable the
interrogating party to locate and identify them as readily as the responding party
could; and (b) giving the interrogating party a reasonable opportunity to examine
and audit the records and to make copies, compilations, abstracts, or summaries.

COMMENTARY

This rule is substantially the same as Federal Rule of Civil Procedure 33(d). One
of the concerns expressed by several members of the Supreme Court during the January

21, 2010 public hearing was the need to make certain that the new Wisconsin e-discovery
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rules closely follow the federal e-discovery rules which were adopted in 2006.
The Judicial Council also incorporated much of the federal advisory notes as
the Council’s own commentary. Therefore, members of the bench and bar are
encouraged to carefully study the Judicial Notes following each of the new rules
because in some instances they may signal a change in practice which will be
different from current state practice and may apply in cases which do not involve
e-discovery.

Wis. Stat. §804.08(3) states that a party producing ESI in response to an
interrogatory must insure that the interrogating party can locate and identify the
answer as readily as the producing party, but then goes on to state that the
responding party must give the interrogating party “a reasonable opportunity to
examine and audit the information...” According to the commentary under new
§804.08(3) this means:

Depending on the circumstances, satisfying these provisions with
regard to electronically stored information may require the
responding party to provide some combination of technical support,
information on application software, or other assistance. The key
question is whether such support enables the interrogating party to
derive or ascertain the answer from the electronically stored
information as readily as the responding party. A party that wishes
to invoke Rule 33(d) by specifying electronically stored
information may be required to provide direct access to its
electronic information system, but only if that is necessary to
afford the requesting party an adequate opportunity to derive or
ascertain the answer to the interrogatory.
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The foregoing commentary to §804.08(3) could prove challenging in a
number of respects. However, one of the primary points of conforming new state
e-discovery rules to the federal e-discovery rules is to allow the bench and bar to
readily access the rich body of federal gloss which has developed over the years
concerning e-discovery. Addressing the specifics of the commentary to
8804.08(3) suggests a number of issues may be raised which will be new to the
bench and bar. For example, how much technical support can be demanded by a
discovering party? In the case of ESI which can only be read by so called “legacy
proprietary software” which may no longer exist, one court has required a
producing party to design a computer program to extract data from its
computerized business records. See Anti-Monopoly, Inc. v. Hasbro, No.
94CIV2120,

1995 US Dist. Lexis 16355 (S.D.N.Y. Nov. 3, 1995). Of course, this type of
ruling today ought to prompt defense counsel to seek to compel cost shifting to
the requesting party. See, e.g., Zubulake v. UBS Warburg, 217 F.R.D. 309, 318-
322 (S.D.N.Y. 2003); Medtronic Sofamor Danek, Inc. v. Michelson, No. 01-2373,
2003 U.S. Dist. LEXIS 8587 (W.D. Tenn. May 13, 2003); Byers v. Illinois State
Police, No. 99 C 8105, 2000 US Dist. Lexis 9861 at *35-37 (N.D. Ill. June 3,
2002); and Rowe Entertainment, Inc. v. William Morris Agency, Inc., 98 Civ.
8272, 2002 US Dist. Lexis 8308 at *23 (S.D.N.Y. May 9, 2002). The referenced

commentary to 8804.08(3) also raises a question as to what “direct access” means.
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Does it mean that a discovering party will automatically have the right to go
onto a defendant’s property and directly examine the hard drives of an
adversary’s computer system? Again, the federal case law is very helpful. First, it
is important to note that the latest method of granting access does not usually
involve the actual physical presence of discovery counsel. Instead, it most often
involves the imaging of a computer hard drive or hard drives and making those
available to discovering counsel. Both the courts and the Sedona Conference (

http://www.thesedonaconference.org) caution that imaging of a producing party’s

computer system must be approached with great care and forethought.

According to John B. v. Goetz, 531 F.3d 448 (6" Cir. 2008):

Courts have been cautious in requiring the mirror imaging of
computers where the request is extremely broad in nature and the
connection between the computers and the claims in the lawsuit are
unduly vague or unsubstantiated in nature... [T]he Sedona
Principles urge general caution with respect to forensic imaging in
civil discovery: “Civil litigation should not be approached as if
information systems were crime scenes that justify forensic
investigation at every opportunity to identify and preserve every
detail.... [M]aking forensic image backups of computers is only
the first step of an expensive, complex, and difficult process of
data analysis that can divert litigation into side issues and satellite
disputes involving the interpretation of potentially ambiguous
forensic evidence.’

However, with regard to all aspects of e-discovery including access to a
producing party’s hard drives, in the electronic age producing counsel should be
aware that a lack of candor or efforts to subvert discovery can have dire

consequences which did not always occur prior to the wide use of ESI.
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Direct access to a producing party’s computer system can result where
there is such a clear failure to preserve, or it can result from discoveries that the
producing party has not produced all of the evidence that was requested in early
discovery. In Kilpatrick v. Breg, recently discovered emails and memoranda were
inconsistent with earlier depositional testimony. Agreeing that there were
indications that responsive documents had not been produced, the court granted
direct access to some of the producing party’s system. Kilpatrick v. Breg, No. 08-
10052-CIV, 2009 WL 1764829 at *4 (S.D. Fla. June 22, 2009).

RULE IV.

804.09(1) SCOPE. A party may serve on any other party a request within the
scope of 8804.01(2):

(2) to produce and permit the requesting party or its representative to
inspect, copy, test or sample the following items in the responding party’s
possession, custody, or control.

1. any designated documents or electronically stored information,
including writings, drawings, graphs, charts, photographs, sound recordings,
images, and other data or data compilations stored in any other
medium from which information can be obtained either directly or, if
necessary, after translation by the responding party into a reasonably usable
form; or

2. any designated tangible

things; or

(b) to permit entry onto designated land or property possessed or controlled
by the

responding party, so that the requesting party may inspect, measure, survey,
photograph, test, or sample the property or any designated object or
operation on it.

COMMENTARY

Newly amended Wis. Stat. 8804.09 is the heart of the new e-discovery

rules. We will address §804.09(1) as a distinct rule from §804.09(2).
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This is because the former defines the scope of e-discovery while the latter
sets forth the procedure for prosecuting and defending an e-discovery request.
To begin with, 88804.09(1) and (2) are modeled on FRCP 34(a) and (b). In
fact, 8804.09(1) is a very straightforward definition of the scope of e-discovery
and can best be understood by quoting directly from the Judicial Council’s Note,
which in turn is taken from the Federal Advisory Comment to FRCP 34(a):

Rule 34(a) is amended to confirm that discovery of
electronically stored information stands on equal footing with
discovery of paper documents. The change clarifies that Rule
34 applies to information that is fixed in a tangible form and
to information that is stored in a medium from which it can be
retrieved and examined. . . . [A] Rule 34 request for production
of ‘documents’ should be understood to encompass, and the
response should include, electronically stored information
unless discovery in the action has clearly distinguished
between electronically stored information and ‘documents.’
Discoverable information often exists in both paper and
electronic form, and the same or similar information might
exist in both. The items listed in Rule 34(a) show different
ways in which information

may be recorded or stored. Images, for example, might be
hard-copy documents or electronically stored information.
The wide variety of computer systems currently in use, and
the rapidity of technological change, counsel against a limiting
or precise definition of electronically stored information. Rule
34(a)(1) is expansive and includes any type of information that
is stored electronically. A common example often sought in
discovery is electronic communications, such as e-mail.
The rule covers — either as documents or as electronically
stored information — information ‘stored in any medium,” to
encompass future developments in computer technology. Rule
34(a)(1) is intended to be broad enough to cover all current
types of computer-based information, and flexible enough to
encompass future changes and developments.
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RULE V.

804.09(2) PROCEDURE. (a) Except as provided in s. 804.015, the request
may, without leave of court, be served upon the plaintiff after
commencement of the action and upon any other party with or after service
of the summons and complaint upon that party, and shall describe with
reasonable particularity each item or category of items to be inspected. The
request shall specify a reasonable time, place, and manner of making the
inspection and performing the related acts. The request may specify the form
or forms in which electronically stored information is to be produced.

(b) 1. The party upon whom the request is served shall serve a written
response within 30 days after the service of the request, except that a
defendant may serve a response within 45 days after service of the summons
and complaint upon that defendant. The court may allow a shorter or longer
time. The response shall state, with respect to each item or category, that
inspection and related activities will be permitted as requested, unless the
request is objected to, in which event the reasons for objection shall be
stated. If objection is made to part of an item or category, the part shall be
specified. The response may state an objection to a requested form for
producing electronically stored information. If the responding party objects
to a requested form, or if no form was specified in the request, the party
shall state the form or forms it intends to use.

b) 2. Unless otherwise stipulated or ordered by the court, these procedures
apply to producing documents or electronically stored information:

a. A party shall produce documents as they are kept in the usual course of
business or shall organize and label them to correspond to the categories in
the request;

b. If a request does not specify a form for producing electronically
stored information, a party shall produce it in a form or forms in which it
is ordinarily maintained or in a reasonably usable form or forms; and

c. A party need not produce the same electronically stored information in
more than one form.

(c) The party submitting the request may move for an order under s.
804.12(1) with respect to any objection to or other failure to respond to the
request or any part thereof, or any failure to permit inspection as requested.

COMMENTARY

This rule sets forth a whole new set of procedures which will govern the
actual process of e-discovery and requires very careful study. The rule contains
a number of specific requirements which must be understood before even

attempting to prosecute or defend e-disc%/ery.



THE ISSUE OF “FORM”

To begin with, s. 8804.09(2) provides “The request may specify the form or
forms in which electronically stored information is to be produced.” In the case of
ESI, “form” should be read as “format” and a decision as to what format one
wishes to receive e- discovery should not be made lightly. Those who think that
it is best to receive all evidence in hardcopy may well be making a grave mistake
when dealing with ESI. First, if one elects to receive ESI in one form, that is the
only form the producing party needs to supply during discovery. See
8804.09(2)(b)2c; Autotech Technologies v. Automationdirect.com, 248 F.R.D. 556
(N.D. 1ll. 2008) (court denied a motion to produce files in their native format with
attached metadata after the producing party had already produced the same
documents in .pdf and in hardcopy). Second, in the case of ESI there may be a
great deal hidden within the ESI itself or closely related to the ESI which will be
entirely unavailable if the ESI is produced in a paper form. Third, if you ask for
ESI in paper you are trusting that opposing counsel and their client are being
candid with you and, if they are not, you are also sacrificing the ability to detect

their lack of candor.

At this point, | wish to stress that those prosecuting or defending an e-
discovery request will do well to retain the services of a forensic computer expert.
ESI may exist in a number of formats in an adversary’s computer system, and ESI
may also be converted into a number of formats by adversary counsel or

adversary experts before it is produced.
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I strongly recommend that one consider seriously asking that all ESI be
produced in its native format. This is actually of benefit to both discovering and
producing parties. In the case of discovering parties, this will afford them an
opportunity to fully investigate and evaluate the ESI once produced. In the case of
producing parties, providing discovery in a native format makes it easy to comply
with the mandate of 8804.09(2)(b)2a which provides: “A party shall produce
documents as they are kept in the usual course of business or shall organize and
label them to correspond to the categories in the request.”

There are other formats that may be offered besides the native
format. For example, a producing party may suggest that ESI be produced as
“tiff” or “pdf” images and give as a reason that it will be far easier to manage and
search. However, when dealing with any format other than native, there are facets
of ESI discovery which can be lost as surely as if one produced the ESI in
hardcopy. One example is “metadata.”

METADATA

A book could be written about the concept of metadata. We will only
touch the surface here and at the webcast presentation, but one must understand
that given the right circumstances metadata may be crucial to the e-discovery
process. Metadata as a concept is not that difficult to grasp. Think of it as
information about ESI which can only be viewed when using the software
originally designed to display the ESI to an authorized user. Originally, it was
thought of as information which helped a computer operator store or retrieve

computer information.
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The definition has now broadened to include any information about ESI
which is hidden from view. In this regard, the routing information of email may
constitute metadata (and that information could be crucial if one were trying to
show that administrators at a business had viewed certain email). Metadata might
include word processing information about who helped draft a document.
Metadata might even include information that is part of a database that is hidden
from view when the database is displayed as a spreadsheet.

The battle concerning metadata will certainly rage for many years to come.
As an example of the issues involved, consider the following. In City of Phoenix
v. Lake, 207 P.3d 725 (Ariz. Ct. App. 2009) a citizen filed public records requests
with a municipality, including all notes kept by seven police officers. Suspecting
that the notes had been backdated, the citizen requested the metadata that
accompanied those notes. Despite a strong public policy in Arizona favoring
disclosure of public records, the Lake Court concluded that there was a distinction
between a public record and a “metadata record,” and that disclosure was only
required for public records. The dissent in Lake took strong exception to the
decision of the court, stating in part:

The majority's approach suggests metadata is somehow different from
the underlying public record, and therefore, metadata has a
different “‘nature and purpose’ from the public record. This approach
fails to recognize metadata is part of the requested electronic
document. Suggesting metadata, standing alone, falls outside of the
various formulations of a public record recognized in Arizona, misses

the point-metadata does not stand alone. It is not an electronic
orphan. It has a home; it exists as part of an electronic document.

Id. at 153.
34



How one determines the need for and scope of metadata requests is
beyond the scope of this webcast. However, it is important to emphasize that it
is by no means a foregone conclusion that metadata is relevant or
discoverable. Some courts have expressed a great deal of skepticism
concerning metadata. In U.S. v. Zerjav, No. 4:08CV00207 ERW, 2009 WL
2143756 (E.D. Mo. July 14, 2009) the court opened its opinion by stating
“Iw]hile the Parties may exchange metadata by agreement, the Court has no
intention of requiring any party, in any case, to produce metadata without showing
that other means of obtaining the discoverable material failed.” Other courts have
limited the circumstances under which discovery of metadata will be
permitted. In Kingsway Financial Services v. PriceWaterhouseCoopers, No. 03
Civ. 5560, 2008 WL 5423316 (S.D. N.Y. Dec. 31, 2008) the court cited
Aguilar v. Immigration & Customs Enforcement Div. of the United States Dep't
of Homeland Sec., 255 F.R.D. 350 (S.D.N.Y. 2008) for the proposition that in the
absence of an issue concerning the authenticity of a document or the process by
which it was created, most metadata has no evidentiary value.

THE DUTY TO PRESERVE ESI

Those who must produce ESI need to remember that they have an

affirmative duty to preserve ESI if litigation is reasonably anticipated. This is a

very important duty and is a fundamental sine qua non of e-discovery.
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In general, the federal courts have issued many decisions which are often
cited when preservation has not been done properly. See, e.g., Danis v. USN
Communications, Inc., No. 98 C 7482, 2000 WL 1694325 (N.D. Ill. Oct. 23,
2000). In Metropolitan Opera Association v. Local 100, Hotel Employees, 212
F.R.D. 178 (S.D.N.Y. 2003) the court severely sanctioned defense counsel,

stating in part:

(1) [Counsel] never gave adequate instructions to their clients about
the clients' overall discovery obligations [regarding ESI], ... (2)
knew the [client] to have no document retention or filing systems
and yet never implemented a systematic procedure for document
production or for retention of documents, including electronic
documents; [and] (3) delegated document production to a
layperson who ... did not even understand himself (and was not
instructed by counsel) that a document included a draft or other
non-identical copy, a computer file and an e-mail.

Id. at 222.

Producing counsel needs to meet with the information system (“IS”)
personnel of a client and take affirmative steps to see that ESI is preserved. He
or she must set up procedures to police the preservation of ESI. See, e.g.,
National Association of Radiation Survivors v. Turnage, 115 F.R.D. 543, 557
(N.D. Cal. 1987); In re Prudential Ins. Co. of America Sales Practices Litigation,
169 F.R.D. 598 (D.N.J. 1997); US v. Koch Industries,197 F.R.D. 463 (N.D. Okila.
1998). See also duties of corporation and counsel discussed in William. T.
Thomson Co. v. General Nutrition Corp., 593 F. Supp. 1443, 1455 (C.D. Cal.
1984). In the case of In re Old Banc One Shareholders Securities Litigation, No.

00 C 2100, 2005 US Dist. LEXIS 32154 (N.D. Ill. Dec. 8, 2005) the court stated:
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In order to meet its obligations, Bank One needed to
create a comprehensive document retention policy to ensure
that relevant documents were retained and needed to disseminate
that policy to its employees....

Id. at *11-12.
SPOLIATION

This is definitely not a concept which is new to Wisconsin. See, e.g., See
In re Estate of Jane Neumann, 2001 WI App. 61, 242 Wis. 2d 205, 626 N.W.2d
821, where the court stated: “Courts have fashioned a number of remedies for
evidence spoliation. The primary remedies used to combat spoliation are
pretrial ~ discovery sanctions, the spoliation inference, and recognition of
independent tort actions for the intentional and negligent spoliation of evidence. ...
Wisconsin has recognized the first two remedies.” Id. at 180. See also Sentry Ins. v.
Royal Ins. Co., 196 Wis. 2d 907, 918-19, 539 N.W.2d 911 (Ct. App. 1995)
(upholding trial court's exclusion of evidence related to refrigerator where
party's expert intentionally removed components, thereby precluding testing by
opposing party); Jagmin v. Simonds Abrasive Co., 61 Wis. 2d 60, 80-81,
211N.W.2d 810 (1973) (holding that spoliation inference [against party
causing spoliation] is inappropriate where evidence was negligently destroyed,
but may be appropriate where destruction is intentional). And also see Justice
Gableman’s decision in American Family v. Golke, 2009 WI 81, 319 Wis. 2d
397, 768 N.W.2d 729. However, spoliation in the context of e-discovery is
qualitatively different from spoliation when dealing with hardcopy or physical

evidence.
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One of the most intriguing challenges relates to how one should go about
proving the spoliation of ESI. For an interesting discussion of how to do this the
reader is directed to the case of In re Telxon Corp. Sec. Litigation, No.
5:98CV2876, 1:01CV1078, 2004 WL 3192729 (N.D. Ohio July 16, 2004), which
involved failures to disclose digital evidence, and the methods used by the
plaintiffs’ counsel to prove its existence.

The plaintiffs in Telxon argued as follows. Because “PwC ... produced
hardcopy documents in a version different from any version of the documents in
electronic form, the conclusion is inescapable that PwC has not yet made
available to Telxon and plaintiffs all of its electronic databases relevant to this
action...” The Telxon plaintiffs also argued, “[t]he absence of electronic versions
of internal audit work papers, and the absence of the electronic version of the
1998 work papers from which the hard copies were produced raises questions as
to whether PwC is still withholding discoverable material.” 1d. at *22.

The Telxon plaintiffs attempted to show damage by arguing: “[T]he failure
to note all modifications and all persons modifying documents on the hard
copies produced during discovery caused Telxon and plaintiffs to choose not to
depose certain persons or not to ask certain questions of the people whom they
did depose.... T]he failure to produce documents in the order in which they were
kept and the failure to produce all indices allowing the sorting of produced
documents according to topic of interest slowed Telxon's and plaintiffs' discovery

of relevant information and increased the cost of discovery.” Id. at *23.
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The Magistrate Judge in Telxon was persuaded and held as follows:
“PwC failed at the start of discovery to check thoroughly its local servers and its
archives for relevant documents, failed to compare the various versions of
relevant documents on those databases, failed to produce documents as they were
kept in the ordinary course of business, and failed to reproduce thoroughly and
accurately all documents and their attachments. Prior to litigation PwC had
permitted destruction of documents despite committing to their preservation.”
Telxon at *33.

804.12(4m) failure to provide electronically stored information.
Absent exceptional circumstances, a court may not impose sanctions under
these rules on a party for failing to provide electronically stored

information lost as a result of the routine, good-faith operation of an
electronic information system.

COMMENTARY

The following Judicial Council Note following §804.12(4m) explains the
purpose of this new addition to §804.12:

Section 804.12 (4m) is taken from F.R.C.P. 37(e). Portions
of the Committee Note of the federal Advisory Committee on Civil
Rules are pertinent to the scope and purpose of s. 804.12(4m): “The
‘routine operation” of computer systems includes the alteration and
overwriting of information, often without the operator’s specific
direction or awareness, a feature with no direct counterpart in
hard-copy documents. Such features are essential to the operation of
electronic information systems.

[The rule] applies to information lost due to the routine operation

of an information system only if the operation was in good faith.
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Good faith in the routine operation of an information system may involve
a party’s intervention to modify or suspend certain features of the routine
operation to prevent the loss of information, if that information is subject to a
preservation obligation. A preservation obligation may arise from many sources,
including common law, statutes, regulations, or a court order in the case.

The good faith requirement . . . means that a party is not permitted to
exploit the routine operation of an information system to thwart discovery
obligations by allowing that operation to continue in order to destroy specific
stored information that it is required to preserve. When a party is under a duty to
preserve information because of pending or reasonably anticipated litigation,
intervention in the routine operation of an information system is one aspect of
what is often called a ‘litigation hold.” Among the factors that bear on a party’s
good faith in the routine operation of an information system are the steps the
party took to comply with a court order in the case or party agreement requiring
preservation of specific electronically stored information. ... The protection
provided by [this rule] applies only to sanctions ‘under these rules.” It does not
affect other sources of authority to impose sanctions or rules of professional
responsibility. This rule restricts the imposition of “‘sanctions.’ It does not prevent
a court from making the kinds of adjustments frequently used in managing
discovery if a party is unable to provide relevant responsive information. For
example, a court could order the responding party to produce an additional
witness for deposition, respond to additional interrogatories, or make similar

attempts to provide substitutes for somfoor all of the lost information.



RULE VII

805.07 (2) SUBPOENA REQUIRING THE PRODUCTION OF
MATERIAL. (a) A subpoena may command the person to whom it is
directed to produce the books, papers, documents, electronically stored
information, or tangible things designated therein.

A subpoena may specify the form or forms in which electronically stored
information is to be produced. A command in a subpoena to produce
documents, electronically stored information, or tangible things requires
the responding party to permit inspection, copying, testing, or sampling of
the materials.

(b) Notice of a 3rd-party subpoena issued for discovery purposes shall
be provided to all parties at least 10 days before the scheduled deposition in
order to preserve their right to object. If a 3rd-party subpoena requests
the production of books, papers, documents, electronically stored
information, or tangible things that are within the scope of discovery under
s. 804.01(2)(a), those objects shall not be provided before the time and date
specified in the subpoena. The provisions under this paragraph apply unless
all of the parties otherwise agree.

(c) If a subpoena does not specify a form for producing electronically
stored information, the person responding shall produce it in a form or forms
in which it is ordinarily maintained or in a reasonably usable form or forms.
The person responding need not produce the same electronically stored
information in more than one form.

COMMENTARY

The amendments to Wis. Stat. 8805.07(2) extend the rules governing the

discovery of ESI to situations in which information is sought from third parties.
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Summation Express

Redesigned to run on the powerful and proven AccessData technology
core, Summation Express is a web-based document, electronic data
and transcript review platform that accommodates smaller teams.

Next Generation
Features and Classic
Summation Functionality

Web-based with support
for alternative browsers
such as Safari & Firefox
Built on AccessData

core technology

Data processing for over
700 file types

ECA and final review in one
Uncomplicated and
intuitive workflows

Offline mobile case review
Granular security

Classic Summation
transcript support

Ingest native,
PSTs/NSFs and DIl files
Near native redaction
Word boundary redaction
Email threading
Concept search

Near duplicate analysis
Advanced case data
filtering with 100s of
unique facets

Audit & activity reports
Exports:

- Load files for multiple
review platforms —
including competitors’
and EDRM XML

- Reduced PSTs, TIFFs
and PDFs

Summation Express offers both compre-
hensive early case assessment capabilities -
data ingestion, processing, culling, export
with load file creation and first pass review -
and final review features - search, annota-
tion, redaction, production tools and
transcript support - in one product. This
integration means that users can move data
from the ECA stage directly to final review
without creating a load file, exporting or
re-processing. In fact, all stakeholders from
IT to in-house teams to outside counsel can
efficiently and securely collaborate in a
single platform.

ECA

Summation Express features industrial
strength processing using AccessData’s
time tested and powerful FTK™ engine. This
includes high speed file and image inges-
tion with support for over 700 data types as
well as modifiable processing options such
as OCR, de-duplication and deNIST
support with extensive reporting options
including processing, de-duplication,
export, and search with real time status.

Search

Search in Summation Express is 4D, meaning
that users can index, invoke keywords,
apply ECA-type filter facets, and refine with
Excel-like column level filters to create a
four dimensional search structure. Moreover
Summation Express adds Boolean, stemming,

phonic, fuzzy, in-document and white box
concept search to the tool set. With search
result relevancy ranking, advanced search-
ing options and clear and concise search
reporting, search in Summation Express is
comprehensive and powerful.

Review & Annotate

Along with standard review features such as
near native document viewing, email
threading, and near duplicate comparison,
Summation Express also has some truly
next generation annotation features. These
include redaction on near native files, which
allows users to redact first and then image,
meaning they TIFF a much smaller subset of
documents - and ‘word-boundary redac-
tion’ - meaning that instead of the redaction
tool creating boxes that the user must lay
over different pieces of text to redact a
whole sentence, the user can actually drag
the redaction tool over the sentence as if
highlighting a section of text in MS Word.

Production

Summation Express combines the export-
ing power of our ECA tool with the function-
ality of a final review tool, meaning that
users can export large native, image or
blended data sets to multiple load file types,
but still have the stamping and redacting
tools necessary for a formal production to
opposing counsel.



Portability

One of Summation Express’s classic
strengths is its ability to allow users to “go
mobile” or take a case offline, make
changes to it, then sync it back up upon
reconnection to the network. This feature is
particularly useful for road warriors or those
who need to take a case to a courtroom or
other location without internet connectivity.

Transcripts

Summation Express features industry
leading transcript support that historical
users have come to depend on —including
reports, color highlighting, condensed
printing, exhibit linking, transcript notes and
real time integration.

About Summation Express

Ideal for smaller case loads; Summation Express offers support for up to 2 million
records across all cases and up to three concurrent users. Summation Express also
features powerful processing capacity and is optimized for laptops and regular

workstations.

Contact Us Today

Are you ready to let the AccessData Team help you power your discovery? To find
out more about Summation Express or to schedule a demonstration, call

800.574.5199 / +1.801.377.5410, or email sales@accessdata.com

www.rediscoversummation.com
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Now Simpler and More Powerful,
Rediscover the New Summation...

Redesigned to run on the powerful and proven AccessData technology
core, Summation is a web-based document, electronic data and
transcript review platform that accommodates the workflows of
contemporary legal teams.

Simple to use and highly secure, Summation is also the first product to combine comprehensive
data processing, early case assessment and final review features into a single platform- eliminating
the need for iterative processing, data loading and review cycles.




ReDiscover Summation and take control of your case today

Your Challenges, Your Solution

Modern litigation involves the review of all types of data during the

discovery phase. The volume of this data, particularly electronic
records, is growing at a rapid pace, and it is getting more and more
difficult for legal teams to stay on top of their discovery obligations.
Couple data growth challenges with the lack of collaborative support
current software options offer IT departments, in-house legal teams
and law firms and you have a perfect storm of cost and risk.

Enter Summation.

Summation lets legal teams use one prod-
uct to strategically reduce the amount of
data they analyze in final review via a
repeatable process that eliminates fees
generated by moving data between tools
and providers. Summation also provides an
intuitive and secure platform in which to
analyze and produce all discovery data
types - thereby saving users time and
money while effectively reducing risk and
promoting true collaboration.

SUMMATION
PRO

SUMMATION

EXPRESS

Summation comes in multiple versions
which range from supporting small teams and
matters to the largest of organizations and
cases.

Summation Express supports small
collaborative teams and small to medium
sized cases.

Summation Pro is built for unlimited team
and case sizes and comes in two options
depending on the amount of processing
power an organization needs.

Next Generation Features
and Classic Summation
Functionality

* Web-based with support for alternative
browsers such as Safari and Firefox

¢ Built on AccessData core technology

¢ Data processing, ECA, and final review
all-in-one

¢ Uncomplicated and intuitive workflows

* Offline mobile case review

¢ Granular security

¢ Classic Summation transcript support

¢ Ingest native, PSTs/NSFs and DI files

¢ Near native redaction

* Word boundary redaction

¢ Email threading

e Concept search

¢ Near duplicate analysis

¢ Advanced case data filtering with 100s of
unique facets

* Audit & activity reports

* Exports:
- Load files for multiple review platforms —

including competitors’ and EDRM XML

- Reduced PSTs, TIFFs and PDFs
- Native Files
- Forensic Archives




What’s Included?

Summation offers both comprehensive early case assessment capa-
bilities (data ingestion, processing, culling, export with load file cre-
ation and first pass review) and final review features (search, annota-
tion, redaction, production tools and transcript support).

Moreover it offers these as reasonably priced subscription models with no throughput charges
for processing, hosting or data export. But price is not the only advantage of accommodating
these two pieces of the e-discovery process in one product. The integration also means that
users can move data from the ECA stage directly to final review without creating a load file,
exporting or re-processing. In fact, all stakeholders from IT to in-house teams to outside counsel
can efficiently and securely collaborate in a single platform. Also, since Summation is purpose-
built as a web based platform teams from around the globe can contribute.

Near Native Redaction

Summation allows users to redact on near highlighting a section of text in MS Word. This

native files, which facilitates a workflow of allows the user to create a single redaction

redacting first and then imaging only the that covers a whole line and stops midway

redacted set. This means teams image a through a second line. When reviewing and

smaller subset of documents, which saves redacting thousands of documents, this

time and money. feature can be a real time-saver and help
mitigate the potential for user error.

Word Boundary Redaction

Summation offers ‘word-boundary redaction’
- meaning that instead of the user creating
multiple boxes to lay over different pieces of
text to redact a whole sentence, the redaction
tool can be dragged over the sentence as if

Transcript Support

Summation also offers industry-leading
transcript support that historical users have
come to depend on - including reports,
annotations and real time integration.

* Simple and Powerful

* Web Based with Offline Mobile Capability

* Highly Scalable — From Small Matters to the Largest Cases
* Flexible and Customizable
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